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External User Guide for the AE Application

1. Introduction

1.1. Purpose and Scope

The purpose of this document is to describe the User Interface (Ul) for the Automated
Enroliment (AE) Application. The AE application provides authorized delegated users the ability
to enroll and update Application System IDs (ASID) using the Registered User Portal (RUP)
Portal.

This guide is not intended to be tutorial on the design of the AE application. It does not discuss
any administrative aspects of the AE application. This guide does not discuss how to use the
application other than those aspects that the user needs to know in order to use the AE
application.

The Scope is limited to the description of the current functionality of the AE application that is
available to the end user as of the publication of this document.

1.2. Background

This guide was developed to provide the authorized delegated user of the AE application with
guidance on how to use the application. The end user will access the AE application after
successfully logging in to the RUP Portal. In order to login to the RUP portal, the authorized
delegated user must have a valid user ID and password.

1.3. Audience

The audiences are the end users of the AE application. This guide is intended for the authorized
delegated users who are the primary users of AE Application.

e The Authorized delegated user representing a State.
e The Authorized delegated user representing a Third Party Transmitter.

1.4. Interface Description

Beginning in July 2007, the authorized delegated users can use the RUP Portal to access the
AE application. It provides the following functionality:

e An authorized delegated user can enroll, un-enroll, activate, inactivate and update
ASIDs for their organizations.

e An authorized delegated user can reset the password for a previously enrolled ASID.

e An authorized delegated user can select Password as the credential type for an ASID.
e An authorized delegated user can select Certificate as the Credential Type for an ASID.
e An authorized delegated user can replace the Certificate of a previously enrolled ASID.

e An authorized delegated user can change the credential type of an ASID from password
to certificate
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An authorized delegated user can change the credential type of an ASID from certificate
to password.

Assumptions

The following have been assumed about the reader of this document.

You are an authorized delegated user who is already registered to use the RUP Portal
and have a valid account and password.

You are an authorized delegated user accessing the AE application via the RUP Portal.
You understand how to access and use the RUP Portal.

You have a business need to use the AE application.

You are using one of the following—Web browsers

— Internet Explorer (IE) 6.0 for Windows XP, Windows 2000, and Windows NT
— Netscape 7.0 for Windows XP, Windows 2000, and Windows NT

— Mozilla 1.3 for Windows XP, Windows 2000, and Windows NT

— |E 5.5 for Windows 2000 and Windows NT

1.6.

Conventions

This guide uses the following conventions:

Bold
Highlights items and indicates specific items from the UI.
Example: Click OK to confirm the changes.

Tip, Note, and Important! Alerts

Highlight additional information related to the current task or topic. The alerts in this

document represent three levels of severity:

o Tip —Minor severity. Provides information on alternate methods of performing a task
or additional system features that may be helpful in your current task.
Example: Tip: You can filter the list of ASIDs by Electronic Filer's Identification
Number (EFIN).

o Note — Average severity. Presents additional information to either explain how the
system works or provide directives that may alter the way you perform a non-critical
task (that is, the consequences are not as serious as those pointed out in an
Important! alert).

Example: Note: The list of Services you see may vary depending on your user type.

o Important! —Major severity. Warns you when an action (or improper use of a
feature) could cause data corruption or other critical system errors.
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Example: Important! Use extreme care to maintain the integrity of this data. For
example, The ASID Sequence number must be unique to the EFIN selected,
otherwise the function to create new an ASID will fail with a duplicate ASID error.
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2. Automated Enrollment Overview

The AE application was developed to replace the manual enrollment of application systems for
Application to Application (A2A) Web Services. The AE application will automate the manual
enrollment process and provide a user interface for enrolling and maintaining application
systems. An authorized delegated user can use the existing RUP Portal and access the AE
application.

To access the AE application and enroll application systems for their organization, the
authorized delegated user must have the proper authority. The authorized delegated user for an
organization must request for the MeF System Enroller authority to be added to their profile.
This is done by accessing the eServices efile application and updating the delegated user
section with the authority for MeF System Enroller option checked. Once this role is added to
their profile, the authorized delegated user can log into the existing RUP Portal and use the AE
application to enroll and maintain application systems for their organization.

The section below describes the overview and the functionality of the AE application in detail.

2.1. Functionality of AE

The authorized delegated user can enroll a new ASID, edit an existing ASID, reset the
password, replace the certificate, change the credential type, Un-enroll an existing ASID,
inactivate an existing ASID and activate an existing ASID.

e Enroll anew A2A Client System ID
o The AE application will allow the authorized delegated user to create a new
ASID. This is done by accessing the AE application and entering the data related
to creating a new ASID. The data attributes required to create a new ASID is
described in section 2.2 below. Enroll is a real time function; once an ASID is
created, it is available to use the selected A2A Web Services.

Important: The authorized delegated user must invoke the InitialLogin Web Service request
upon successful enrollment of an ASID with the credential type of password.

e Update an existing A2A Client System ID Information
o The AE application will allow the authorized delegated user to update the ASID
information. The application system ID name, description, location, A2A Client
System ID Status, Credential Type, Electronic Transmitter Identification Number
(ETINS), and Services can be updated as needed. The data attributes are
described in section 2.2 below. Update is a real time function and the changes
requested are effective immediately.

e Un-enroll an existing A2A Client System ID

o The AE application allows the authorized delegated user to un-enroll a previously
enrolled ASID. To un-enroll an ASID the current status must be one of the
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following: new, active or inactive. This is done by editing the ASID and changing
the A2A Client System ID status to ‘un-enroll’. Un-enroll is a real time function,
once an ASID is successfully un-enrolled, it will not be able to use any of the
selected A2A Web Services.

Important: Once an ASID is successfully un-enrolled, it will be deleted from the system and
no further update can be made to this ASID.

¢ Inactivate an existing A2A Client System ID
o The AE application allows the authorized delegated user to inactivate a
previously enrolled ASID. To inactivate an ASID the current status must be
active. This is done by editing the ASID and changing the A2A Client System ID
status to ‘Inactive’. This is a real time function, once an ASID is inactivated
successfully, it will not be able to use any of the selected A2A Web Services.

e Activate an existing A2A Client System ID
o The AE application allows the authorized delegated user to activate a previously
‘inactivated’ ASID. This is done by editing the ASID and changing the A2A Client
System ID Status to ‘Activate’. This is a real time function, once an ASID is
activated successfully, it will be available to use the selected Web Services.

e Reset the password for an existing A2A Client System ID
o The reset password function allows the authorized delegated user to reset the
password for an existing ASID. A new password will be auto generated and
provided to the user. Reset password is a real time function; this process
replaces the old password of an ASID with the new auto generated password.

Important: Once the reset password is successfully processed, the authorized delegated
user must invoke the ChangePassword A2A web service using the new password provided
in the reset password confirmation screen.

o Replace the Certificate for an existing A2A Client System ID
o This is a new function for AE Release 1.1. The replace certificate function allows
the authorized delegated user to replace the certificate for an existing ASID. This
is a real time function. The old certificate will be replaced with the new certificate.

Note: This is a new function of AE Release 1.1.

e Change the Credential type for an existing A2A Client System ID
o The AE application allows the authorized delegated user to change the credential
type for an existing ASID. The credential type can be changed from password to
certificate or from certificate to password. Change credential type is a real time

function and the changes requested are effective immediately.

Note: This is a new function for AE Release 1.1.
e View a previously deleted A2A Client System ID information
o The AE application allows the authorized delegated user view the information of
a previously deleted ASID. This information is read only and the deleted ASID is
not available for any edits.
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Note: This is a new function for AE Release 1.1.

2.2. Data attributes used in AE application

The section below describes the data elements used in the AE application. The table 2-1 below
describes the data elements.

Table 2-1 Data Elements for AE

Data Elements

Description

A2A Client System ID
(ASID)

A2A Client System ID (8 characters): This is
made up of the EFIN + Application System ID
(ASID) Sequence Number (any 2 numeric).

Application System Name

The name that the delegated user wants to
assign to this system. It is limited to 30
alphanumeric characters.

Description The description that the delegated user wants
to use to identify this system. It is limited to 50
alphanumeric characters.

Location The City and State where this system resides.

It is limited to 30 alphanumeric characters.

A2A System ID Status

Status associated with an ASID. The available
status for an ASID is described in Section 2-4
below.

Available Services

The Web Services that the delegated user
wants to assign to this System ID.

Note: This is limited to the Web Services
available to the user (e.g., only states may
assign GetSubmissions, only transmitters may
assign GetNewAcks, etc.).

ETINs

The ETINs that the delegated user wants to
assign to this System ID.

Credential Type

The credential type is either password or
certificate. This is a new option for AE Release
1.1.

Certificate File Name

The file name and location of the certificate.
This is a new option for AE Release 1.1.

Note: The authorized delegated user has the option to update the information once the ASID is
enrolled. The ASID is read only and can not be modified. Other system ID information (name,
description, status, credential type, services and ETIN) associated with the ASID is available for
any updates.
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2.3. Available Services for an ASID

The AE application will provide the authorized delegated users with a list of services based on
the delegated user’s business type. The available A2A Web Services are different for States
and Third Party Transmitters.

The table 2-2 below shows the list of available services for a State user.

Table 2-2 Available Services for a State User

User Type Available Services

State user

Get Submission

Send Submission Receipts

Send Acknowledgements

Get Acknowledgement Notifications

Request ETIN Status

Request List of ETINS

Request List of State Participants

The table 2-3 below describes the available services for a Third Party Transmitter user.

Table 2-3 Available Services for Third Party Transmitter

User Type Available Services

Third Party Transmitter user

Get Acknowledgements

Get Submissions Status

Send Submissions

Request ETIN Status
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Request List of ETINS

Request List of State Participants

2.4. Allowed Status changes

The authorized delegated user has the option to change the status of an ASID. This is done by
editing the ASID and by selecting the applicable value for the A2A Client System ID Status from
the drop down list box.

The Table 2-4 Status Matrix describes the list of allowed status values for an ASID.

Table 2-4 Status Matrix

Current New Status | Action
Status of

ASID

New Un-enrolled Allowed
Active Inactivate Allowed
Active Un-enrolled Allowed
Inactive Activate Allowed
Inactive Un-enrolled Allowed

Important: Once an ASID is un-enrolled, it will not be available for any further updates. The
authorized delegated user can view the information of the un-enrolled ASID as read only.
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3. Getting Started

The AE application can be accessed by logging into the existing RUP Portal. This section
explains how to launch the AE application and introduces the user to the AE user interface.

3.1. Prerequisites

To access the AE application, the authorized delegated must have a valid user ID and password
for the RUP Portal. To access the AE application and enroll application systems for their
organization, the authorized delegated user must have the proper authority. The authorized
delegated user for an organization must request for the ‘MeF System Enroller’ authority to be
added to their profile. This is done by updating the eServices e-File application with the MeF
System Enroller authority. Once this role is added to their profile, the authorized delegated user
can log into the existing RUP Portal and use the AE application to enroll and maintain
application systems for their organization.

3.2. IRS Home

As a registered user, the authorized delegated user will access the Modernized e-File
application(s) from the IRS Web page. The URL for the main page is http://www.irs.gov as is
shown in Figure 3-1, IRS Home Page.
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Figure 3-1 IRS Home Page

From the IRS home page, the delegated user can access the Modernized e-File system by
clicking on the e-File icon, as shown above. After the delegated user clicks on the e-File icon,
the e-File page opens. The Figure 3-2 below shows the e-File Page.
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IRS e-file: Filing your taxes online was never easier!
IRS Resources

B Compliance & Enfarcement
Caontact My Local Office @
edfile This information is intended to help Individuals, Businesses, Tax Professionals, Charities
Forms and Publications and Monprofits, and Software Developers find alternatives to filing paper returns.
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Where To File

efile for Individual Taxpayers
File your 2006 income tax return electronicallyl And, be sure to check out Free File your link
to free anline filing which hegan an January 16, 2007,

efile for Tax Professionals

IRS e-file information for tax professionals. Several online e-services products are available
including the electranic IRS e-file application. Includes infarmation on the new Madernized e-
File {(MeFy program for filing partnership returns electronically.

efile for Large and Mid-Size Corporations

Certain large and mid-size carparations are required to electranically file their Farms 1120
and 1120-5, while others may do so woluntarily. We've included information for corporations
who prepare and transmit their own corporate returns and forthose using the services of
third-party tax professionals.

Electronic P ent Options

Electronic payment options are convenient, safe and secure methods far paying taxes. You
can authorize an electronic funds withdrawal, use a credit card or enroll in the U.S.
Treasury's Electronic Federal Tax Payment System (EFTPS).

.

efile for Business and Self-Employed Taxpayers

Electronic filing and payment options for businesses including employment taxes,
infarmation returns, partnerships, corporations, and estates & trusts. Includes information
on the new Modernized e-File program, (MeF) for partnership returns, Forms1065/1 065-B.

efile for Charities & Nonprofits
Electronic filing options for tax-exempt arganizations. Mew requirements mean large tax
exempt arganizations are now reguired to e-file their returns.

efile for Software DevelopersTransmitters
Forindividual and business e-file programs. Includes XML schemas - downloadable zipped
files and other useful information for e-file software developers and transmitters.

Accessibility | FirstGov.goy | Freedom of Information Act | [mportant Links | |RS Privacy Policy | LLS. Treasury

B e e i

Figure 3-2 e-File Page
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From the e-File page, the user clicks on the link for e-services under the section e-File for Tax
professionals. This takes the user to the e-File for Tax Professionals page. The Figure 3-3 e-File

for Tax Professionals Page is shown below.

‘3 e-services - Online Tools for Tax Professionals - Microsoft Internet Explorer

Tax Professionals Topics
Basic Taols for Tax Pro
Tax Pro Mews

Tax Pro Events
Resources for Tax Pro
Code, Reqs & Guidance
Subscription Serices
Admin. Manuals & Inst.
Appeals

More Topics .

IRS Resources

Compliance & Enfarcernent
Contact My Local Cffice
e-file

Forms and Publications
Erequently Asked Questions
Hews

Taxpayer Advacacy

ihere To File

e-services - Online Tools for Tax Professionals

/

Already Registered? Lonin  Not Yet Registered or C Redistration Services

e-services is a suite ofweb-hased products that will allow tax professionals and payvers
to conduct business with the IRS electronically. These services are availahle 24 hours a
day, 7 days aweek frorn just about any computer with an internet connection

e-semwices is not available to the general public. Only approved IRS business partners,
such as e-filing tax professionals and payers, are eligible to participate in e-services

All tax professionals are encouraged to register for e-services. YWe offer:

* Registration
* Preparer Tax ldentification Mumber (PTIM) Application
® Online e-file Application

For those e-file providers who have e-filed 5 or mare returns, we offer these incentive
products:

& Disclosure Authorization (DA}

tronic Account Resolution (EAR

& Transcript Delivery System (TDS)
For payers of income subject to backup withholding, Taxpayer [dentification Mumber (TIM)
Matching is available to you.

Note: Beginhing May 2007, Reporting Agents wha have on file an Accepted Form 8633
Application to Participate in IRS e-file Prograrm will autoratically be permitted to use EAR
and TDS. Refer to Mews from RAF far more information.

Details on the e-semices products

What should | do if my password has expired?
Ifyour password has expired, you must use the Forgotten Password or PIN link on the login
page.

Who should | contact if 'm having difficulty accessing an e-sernvices application or if |
need to report a problem?

There are FAQs and on-line tutorials for all e-services products. However, ifyou still need
assistance after using the on-line resources, you can contact the e-help Desk at 1-866-
255-0654 (512-416-7750 for international calls).

e-setvices has recently modified its Online Privacy Policy to address our use of data far
conducting anonymous, voluntary surveys.

Revievr the e-serices Terms and Conditions.

IRS e-file Made Easy - A Tax Professional's One-Stop e-file and e-Pay Shop

‘four link to all things e-file and e-pay - Designed as an easy to follow, one-stop resource
center far IRS e-file and e-payment infarmation. Wewe included everything you'll need to get
started in RS e-file as well as links to other valuable information for tax professionals

Accessibility | FirstGovgov | Freedorn of Information Act | Important Links | IRS Privacy Policy | U5 Treasury

Figure 3-3 e-File Tax Professionals Page
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From the e-File tax professionals page the user clicks on the link for Login. This takes the user
to the login page for the RUP Portal. The Figure 3-4 RUP Login Page shows the login page for
the RUP Portal.

3.3. Registered User Portal Login

Alternately the user can access the RUP Login Page by directly typing the URL
https://la.www4.irs.gov/PORTAL-PROD/CRM/signon.html into the browser.

From the RUP login page, the user enters a valid user ID and password into the appropriate text
boxes and reads through the Terms of Use for the Portal. The user then clicks on the | Accept
button.

Note: The user will not be allowed into the RUP Portal, if the user disagrees on the Terms of
Use and clicks on the | Do Not Accept button.

7} Login - Microsoft Internet Explorer

Mot redistered? Redister here

FORGOT YOUR PASSWORD ?
If yau have fargotten your passward, or your passwaord iz not working for some reazon, click here to get a new one. You will need yaur username, name,
53N, date of hirth, and shared secrets used in the original reqistration.

MOTICE: The IRS reserves the right to deny sccess to any o all electronic services, products andfor applications, st both the individusl o business ertity
level, inthe event IRS becomes aware of any activity that constitutes or appears to constitute misuse or sbuse of any electronic services, products ar
applications:

WARN I NG ! *ou are uzing an Official United States Government Syatem, which may be used only for authorized purposes . Unauthorized
modification of any information stored on this system may result in criminal prosecution. The Government may monitor and audt the usage of this system, and
all perzonz are hereby notified that the uze of thiz system constitutes conzent to such monitoring and audting. Unauthorized sttempts to uplosd information
andior change information on these weh sites are strictly prohibited and are subject to prosecution under the Computer Fraud and Shuse ot of 1986 and
Title 18 U.5.C. Sec. 1001 and 1030,

—P _thccspt | IDoNothceet |

e-Services Privacy Policy

Figure 3-4 RUP Login Page
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Clicking on the | Accept button takes the user to the personality selection page. The Figure 3-5
RUP Personality Selection Page shows the personality selection page for the RUP Portal.

4} select Drganization - Microsoft Internet Explorer

Select Organization

Select the organization you will represent in this session:

Each item below represents an organization for which you are authorized to perform work. By selecting an organization, you are
logging in as an authorized user of that organization. You will be able to perform work for only that erganization.

¢ Individual

¢ VALLEY HEALTHCARE, unknown , unknown , unknow , 00000

¢ MIDDLEWARE CORPAQTO1, 5605 MEDICAL PARK BLYD , BELSPRING WA, 24058
¢ IASTCBPEB, 5607 PALE AVE , DALESVILLE VA, 24083

___ SubmiSelected Organization | =

e-Sewices Privacy Policy

Figure 3-5 RUP Personality Selection Page

From the RUP personality selection page, the user selects a personality and clicks on the
Submit Selected Organization button. This takes the user to the welcome page for the RUP
Portal. The Figure 3-6 RUP Welcome Page shows the welcome page for RUP Portal.
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/3 Customer-facing registry content - Microsoft Internet Explorer =1l
File Edit View Favorites Taools  Help | ;"',.
o LA _'j e 3 (! -
Ot - © - 2 @) O] P groman @ 1 1 - E B
Address I j Go ‘ Lirks
-

e-sernvices On-line Tutorials Help Mailbox Sign out

services
Application
Application to Application
Remave Affiliation

Registration Services

Application
Access 1o apply or revise an existing application on-line far participation in IRS e-file Pragram,
Preparer Tax ldentification Mumber (PTIN) or Taxpaver Identification Mumber (TIMN) Matching.

Application to Application
Enrollment for Application to Application WWeb Services Client Program.

Remove Affiliation

Provides access to the Firm Disassaciation page thatwill allow you ta remave your affiliation to the e
filzfirm or arganization you selected. Disassociating yourself from the e-fle application will remaove
your name fram each of the e-fife applications shown and will eliminate all autharity that resulted
fram your affiliation.

Regqistration Services
Registration Services allows you to confirmm your registration, revise your registration information,
change your password or PIM and recover a lost password or PIM.

e-services Privacy Policy 3

@ ’_ l_ l_ ’_ ré_ ﬁ Local intranet

Figure 3-6 RUP Welcome Page

From the RUP welcome page, the user clicks on the Application to Application link to access
the AE application. This takes the user to the A2A Menu Selection Page. The Figure 3-7 A2A
Menu Selection Page shows the menu selection page for the AE application.
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a Customer-facing registry content - Microsoft Internet Explorer - |ﬁ' |1|
File Edit WYiew Favorites Tools  Help | -",'
Q- © - 11 @ b Jsewn Jiroms @] - L 4 -E B
Address @ j Go | Links

¥ Servi r

¥ Internal Revenue Sers

United States Department of the
e-senices On-line Tutorials Help Mailbox Sign out
services
Anplication AZ2A Client Applicaton ems
Application to Application Frovide the ability for authorized users to enrall, inactivate or update information ahout application

Remave Afiiliation systems for MeF and other Application to Application (A2A) Web Services Processing.

e-services Privacy Policy

=
€] bone =Y [T

Figure 3-7 A2A Menu Selection Page

From the A2A menu selection page the user clicks on the A2A Client Application Systems
link. This takes the user to the AE Welcome Page. The Figure 3-8 AE Landing Page shows the
welcome page for AE.
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3.4. Automated Enrollment Landing Page

The AE landing page displays a list of existing ASIDs for the selected personality of the

authorized delegated user. From here the authorized delegated user can edit existing ASIDs or

enroll new ASIDs for their organization.

The navigation of the AE application is described in Section 4 below.

; AZ2A Client Applicaton Systems - Microsoft Internet Explorer - | [ il
File Edit Yiew Favotites Tools Help ‘ :,’
O Back - J - Iﬂ Ig :\J /7 ! Search ‘:\, Favorites @3 | T g ] - ﬁ ‘3
Address I@ j a Go ‘ Links
y’ ~ o
¥ Internal Revenue Setrvice
United States Department of the Treasury
e.senvices On-line Tutorials Help Mailbox Sign out
57 Search Results For A2A I—
Client System ID
Create New 424, Client System [D
EFINs |4l b2
Customer Name MICHAELS REPAIRS
Doing Business As |ASTCBPBAGQ200
ASID Name Description Status Actions =
00000001 REPAIRS Rel 1.1 REPAIRS Rel 1.1 active Edit Replace Certificate
0ooooooz - |ASTCBPBAQZ00 MIDDLEWARE STAGT active Edit | Reset Password
0ooonooa3 IASTCBPBAQZOD MIDDLEVWARE STAQT active Edit| Reset Password
00000004 |ASTCBRPBAG2O0 MIDDLEWARE STAGT active Edil | Resel Password
00000006 |ASTCEPBAQZO0 MIDDLEWARE STAGT active Edit| Reset Password
00000007 |ASTCBRPBAG2O0 MIDDLEWARE STAGT active Edil | Resel Password
ooooooog IASTCBPBAGQZO0 MIDDLEVWARE STAGT active Edit | Reset Passwiard
0ooooo0g  JASTCBPBAGQ2O0 MIDDLEWARE STAGT active Edil | Resel Password
00000010 IASTCEPBAQ200 MIDDLEWARE STAQT deleted Wiew
e-semvices Privacy Policy
& [ [ B NJiocal ntranet

Figure 3-8 AE Landing Page
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4. Automated Enrollment Navigation

The landing page for the enrollment application is the search results page as described below.
Based on personality selected by the authorized delegated user, the AE application will retrieve
a list of existing ASIDs, if any for the user. The section below describes the data displayed on

the AE landing page.

The Figure 4-1 Navigation for AE shows the navigation for accessing the AE application.

2 A2A Client Applicaton Systems - Microsoft Internet Explorer - | = ll
File Edit Yiew Favorites Tools Help ‘ :,’
o - n 7
O Back - () - Iﬂ ﬁ o | - Search ’\r Favarites {F | 2= ] - ﬁ ‘i‘i
Address I@ j a Go ‘ Links
¥ Internal Revenue Service
United States Department of the Treasury
e-senvices On-line Tutorials Help Mailbox Sign out
-
57 Search Results For A2A I—
Client System ID
Create New 224, Client System D +«— 4
EFINs | All >|+—3
Customer Name MICHAELS REPAIRS 13
5-10
Dwoing Business As |ASTCBPBAG200
2 —»ASID Name Description status l Actions
gooooooi REPAIRS Rel 141 REFAIRS Rel1.1 active Edit Replace Cerdificate < 1
00000002  |ASTCBRBAGQZO0 MIDDLEVWARE STAGT active Edit | Reset Password
000oooos  |ASTCBERBAQ200 MIDDLEWARE STAGT active  Edit | Reset Password
0oooooos  IASTCBRBAGQ2O0 MIDDLEVWARE STAQT active Edit | Reset Passwird
00000006 |ASTCEPBAQZ00 MIDDLEWARE STAGT active  Edit| Reset Password s 12
aoooooor IASTCBPBAGQZO0 MIDDLEVWARE STAQT active Edit | Reset Passwird
noooooog IASTCBPBAQZO0 MIDDLEVWARE STAGT active Edit| Reset Password
aoooonog IASTCBPBAGQZO0 MIDDLEVWARE STAQT active Edit | Reset Passwird
0ao0noai0 IASTCEPBAQZ00 MIDDLEWARE BTAQT deleted View +—— 11
[
e-services Privacy Paolicy
& [ [ B NJiocal ntranet

Figure 4-1 Navigation for AE

1. The user can scroll through the list of existing ASIDs. The maximum number of records

is set to 200.

2. By default the search results are sorted by the ASID column.
3. If more than one EFIN is found, the user has the option to filter based on the EFIN from

the drop down list box.

4. The user can click on the Create New A2A Client System ID button to enroll a new

A2A Client Application System.

5. The user can click on the Edit link to update the information for an existing A2A Client
Application System. The user can update the following information:

External User Guide for the AE Application
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a. Application System name
b. Description

c. Location

d. Services

e. ETINs

The user can click on the Edit link to un-enroll a previously enrolled ASID.
The user can click on the Edit link to inactivate a previously enrolled ASID.
The user can click on the Edit link to activate a previously inactivated ASID.
The user can click on the Edit link to change the credential type.

Note: This option is not available in AE Release 1.0.

10. The user can click on the Edit link to change the credential type of an ASID from
password to certificate or from certificate to password.

11. The user can click on the View link to view the read only information for an ASID that is
un-enrolled.

12. The user can click on the Reset Password link to reset the password of an ASID.
13. The user can click on the Replace certificate link to replace the certificate for an ASID.

© N

In addition the AE application displays the customer hame and the doing business as name for
the authorized delegated user.
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5. Enroll a New A2A Client Application System

This section describes the user actions for enrolling a new ASID. The authorized delegate user
can perform this function by accessing the enrollment application and entering in the required
information for enrolling a new ASID. The following information is required to enroll a new ASID,;
EFIN, ASID sequence number, Application System Name, Description, Location, Credential
Type, Services and ETINs.

The section below describes the navigation and the user actions to enroll a new ASID.

5.1. Prerequisites

In order to enroll a new ASID, the authorized delegated user must have valid user credentials to
log into the RUP Portal. The user must have the role to access the AE application.

5.2. Navigation

The authorized delegated user logs into the existing RUP portal, selects a personality and clicks
on the ‘Application to Application’ link from the RUP Welcome Page. This takes the user to
the A2A Menu selection Page, the user then clicks on the ‘A2A Client Application Systems’
link to access the AE Landing Page. From the AE landing page, the user clicks on the ‘Create
New A2A Client System ID’ button to enroll a new A2A Application System.

The Figure 5-1 Navigation to Enroll depicts the navigation for enrolling a new A2A Client System
ID.
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EUF Login

L J

welect Personality

¥

EUFP Welcome Page

hd

A28 Menu Selection Page

hd

AE Landing Page

hd

Create Mew A28 Client System ID Page

L J

Confirmation Page

Figure 5-1 Navigation to Enroll

Required User Input

A2A Client System ID: The A2A Client System ID is a combination of the EFIN and
ASID sequence number. The authorized delegated user must select an EFIN from the
drop down list and enter a two character numeric ASID sequence number. The ASID
seguence number must be unique for the selected EFIN.

Application System Name: The name the delegated user wants to assign to the ASID.
The application system name is limited to 30 alphanumeric characters.

Description: The description the delegated user wants to use to identify the ASID. The
description field is limited to 50 alphanumeric characters.

Location: The city and the state where the ASID resides. The location field is limited to
30 alphanumeric characters.

Credential Type: The credential type is either password or certificate.

Certificate File Name: The certificate file the delegated user wants to use. This feature
is a new feature of AE Release 1.1.

Web Services: The authorized delegated user must select at least one Service from the
available service list. The available services list is based on the delegated user’'s
business type. Refer to the Table 2-2 Available Services for a State Entity and Table 2-3
Available Services for Third Party Transmitter as described in Section 2.3 Available
Services for an ASID.
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ETIN: The ETINs that the delegated user wants to assign to this System ID. The
delegated user must select at least one ETIN from the available ETINS list.
User Actions
Type the URL for the RUP Portal Login Page https.//lawww4.irs.gov/PORTAL -
PROD/CRM/signon.html into the browser.
Enter a valid user ID and password to log in. Refer to Section 3.3 Registered User Portal
Login, Figure 3-4 RUP Login Page.
Select a personality from the personality selection page. Refer to Section 3.3 Registered
User Portal Login, Figure 3-5 RUP Personality Selection Page.
Click on the Application to Application link from the RUP welcome page. Refer to
Section 3.3 Registered User Portal Login, Figure 3-6 RUP Welcome Page.
Click on the A2A Client Application Systems link from the A2A Menu Selection Page.
Refer to Section 3.3 Registered User Portal Login, Figure 3-7 A2A Menu Selection
Page.
Click on the Create New A2A Client System ID button from the AE Landing Page. The
Figure 5-2 Create New A2A Client System ID shows the link to create a new A2A client
system ID.
8l x
Fle Edt ¥ew Favorites Tools Help ‘ &
Qe - O - 14 () | st oroons @[ (3L - B
Address [£] =l Be ‘L\nks

Lo -~ .
9&@ Internal Revenue Service

United States Department of the Treasury

e-senices Onine Tutorials Help Mailbox Sign out
% Search Results For AZA
Client System ID
Create Mew 424, Client Spstem (D
EFIMNs | 00000 -
Gustomer Name VALLEY HEALTHCARE
Doing Business As MIDDLEWARE CORPAQTOL
ASID MName Description Status Actions
ooooooon Yalley application System  Valley application new Edit | Reset Password
00000001 Test application System Healthcare new Edit | Reset Password
e-senices Privacy Polic =

£ ] Done =] 4 Local intranet

Figure 5-2 Create New A2A Client System ID Link
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e Click on the Create New A2A Client System ID button. The user is taken to the Create
New Client System ID screen. The Figure 5-3 Create New A2A Client System ID Page
shows the screen to create a new system ID.

AZA Client Applicaton Systems - Microsoft Internet Explorer - |E‘ ﬂ
File Edit View Favorites Tools Help | :,’
A,
Address I@ j a Go | Links

T ~ .
¥ Internal Revenue Serv

United States Department of the Treas

e-senvices On-line Tutorials Help Mailbox Sign out
@ Create New A2A Client | |
System ID

Gustomer Name John Smith's Financial Company
Doing Business As HRB Parters
EFIN ASID Sequence Number

A2A Client System ID |123456 A

application System |
Name

Description

Location |
A2A Client System ID
Status new x|

Credential Type |Password »
Gertificate File Name Browse... |

For a Credential Type of Certificate - Browse or enter the file name of
the certificate to upload. Clicking the Save button below will upload the
certificate and save the data.

Available Services Selected Services

Get Submissions -

Send Submission Receipts

Send Acknowledgements
Get Acknowledgement Notifications _
Reguest Listof ETIN:

Request ETIM Status =

Comman Services are available to all authorized 424 Client Systems:
Initial Login, Login, Logout, and Change Password,

To add Services, select your Services choices from the Available
Services list above by highlighting them and clicking on the Add button,

To remove Services, select your Services choices from the Selected
Services list above by highlighting them and clicking on the Remove
button,

Available ETINS Selected ETINS

Add >
<< Remaove

0noan

To add ETINS, select your ETIN choices from the Awvailable ETINS list
above by highlighting them and clicking on the Add button.

To remove ETINS, select your ETIN choices from the Selected ETINS
list above by highlighting them and clicking on the Remove button.

Save | Cancel I

e-senvices Privacy Policy _I
-

SEED T —

Figure 5-3 Create New A2A Client System ID
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Select an EFIN from the EFIN drop down list box.

Enter the 2 digit number into the text box labeled ASID Sequence number. The 2 digit
number must be unique for the selected EFIN.

Note: A2A Client System ID (ASID) is a combination of EFIN and the ASID sequence

number.

Enter a name for the ASID into the text box labeled Application System Name. The
application system name is limited to 30 alphanumeric characters.

Enter a description for the ASID into the text box labeled Description. The description
field is limited to 50 alphanumeric characters.

Enter a value that the user wants to use for the location of the ASID into the text box
labeled Location. For example the location can be city and state where this ASID will be
located. The location field is limited to 30 alphanumeric characters.

A2A Client System ID Status is not selectable for a creating a new ASID. The only value
available in the drop down list is new.

Select the credential type. The credential type is a drop down list box and can be
password or certificate.

Enter the certificate file name and location into the text box labeled Certificate File Name
or click on the Browse button to upload the certificate file.

Note: The certificate file name is a required if the credential type selected is certificate.
Select the Services from the available web services column and click on the Add button.
Refer to Table 2-2 Available Services for a State User and Table 2-3 Available Services
for a Third Party Transmitter from Section 2-3 Available Services for an ASID. The
authorized delegated user must select at least one service from the available service list.
Tip: To remove a service, select the service from the selected service list and click on
the Remove button.

Select the ETINs from the available ETINSs list and click on the Add button. The
authorized delegated user must select at least one ETIN from the available ETIN list.
Tip: To remove an ETIN from the selected ETINSs list, select the ETIN from the selected
ETIN list and click on the Remove button.

Click the Save button to submit the request to create an ASID. If the request to create a
new ASID is successful, the authorized delegated user will be taken to a confirmation
page. Refer to Section 5.6 Confirmation Page for details.

The user has the option to cancel the request to create an ASID. Clicking on the Cancel
button will return the user back to the AE Landing Page.

Important: If the event of a validation error, the user is presented with a pop up error
message with the details of the validation error.

The Figure 5-4 Pop Up Validation Error shows the validation errors for creating a new ASID.
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Microsoft Internet Explorer X

’ The Selected Services cannat be blank, Please select at least ane Service from the Available Services list,
. The Selected ETINS cannot be Blank, Please select at least one ETIN from the Available ETINS list,

Figure 5-4 Pop Up Validation Error

Note: Click to the OK button to return to the Create New A2A Client System ID screen to
fix the error and try again.
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5.5. Error Page

In the event of a system error, the user will be taken to an error page with the details of the error
in red text. Follow the instructions on the screen and call the IRS Help Desk if needed with the
details of the error message and the action that triggered this error.

Note: In case of a certificate validation failure error, click on the OK button from the error page
to return to the previous screen to try again or cancel the request to enroll.

The Figure 5-5 AE System Error Message for Creating a New ASID shows the error message.

4J Customer-facing registry content - Microsoft Internet Explorer 18]
File Edit View Favortes Tooks  Help | :,'
= - o
. - \ y Pl ) S . - [ i
o Back ~ () IJ IELI )| o search - Favarites 6-0 | = ] Ei 5
Address I@ j a Go | Links
-

Lo - .
¥ Internal Revenue Service

United States Department of the Treasury

Welcome Testuser | Personality: 1 | Help | Logout

A2A Error Page

@ Error Messages |

Error code: 90
(WWe are unable to process your request. Please contact the IRS Help Desk 866 255 0654 with
the error code on the screen.)

Backl

e-sewices Privacy Policy

=
oo T R

Figure 5-5 AE System Error Message for creating a New ASID

Note: Clicking on the Back button will return the user back to the AE landing page.
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5.6. Confirmation Page

The confirmation page below is displayed if the create application system ID is successful. For
the credential type of password the following information is displayed on the confirmation page:

e A2A Client System ID
e Password. Thisisdisplayed for the credential type of password only.
e Token. Thisisdisplayed for the credential type of password only.

e OK hutton, clicking on the OK button returns the user back to the Search Results screen.
e Information text.

Note: The request to enroll is a real time function. The authorized delegated user must
remember to perform the InitialLogin A2A Web Service request using the A2A Client System ID,
password and token displayed on the confirmation screen.

The Figure 5-6 Confirmation Page for Creating a New ASID depicts the confirmation screen.

3 Customer-facing registry content - Microsoft Internet Explorer = | = LI
File Edt Wiew Favorkes Tools  Help | :’
= - o
. N \ ) e ’ 3 . B 24
O Eack > Ij IELI ol | v, Search 5. Favorites 621 | = ﬂ ES _‘j
Address I@ j ﬂ Go | Links
-

P = 5
ﬁﬁ}) Internal Revenue Setvice

United States Department of the Treasury

Welcome Testuser | Personality: 1| Help | Logout

Manage A2A Client Application Systems

@ Confirmation for A2A
Client System ID

The AZ4 Client System Id: 12345626
The A2A Client System ID password: GVUTtRhM213
The Az2a Client System 1D token: GZ3bathl

For ALL 424 Client System IDs, please remember to perform the
InitialLogin 424 Web Service request using the AZA Client System ID,
Token and Password provided above,

e-services Privacy Policy

|
&0 N R T —

Figure 5-6 Confirmation Page for Creating a New ASID with Password as the
Credential Type
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For the credential type of certificate, the following information is displayed on the confirmation
screen:

e A2A Client System ID

e OK hutton, clicking on the OK button returns the user back to the Search Results screen.
e Information text.

Note: The request to enroll is a real time function. The e-Help Desk user must remind the
delegated user to invoke the Web Services request using the A2A Client System ID displayed
on the confirmation screen and the certificate that was uploaded for this ASID.

The Figure 5-7 Confirmation Screen for Create New ASID with Certificate depicts the
confirmation screen for creating a new ASID with certificate as the credential type.

3 Manage A2A Client Application Systems - Microsoft Internet Explorer _|5' ll
File Edit Yiew Favorites Tools Help ‘ #
Q-0 )@ b e e @] L @ @B
Address IE j Go ‘ Links
Help 'Logout =
Employee User Portal
Test User | MANAGE APPLICATION SVSTEM TITLE® Search Results
Syeitain Gyilidhy Manage A2A Client Application Systems
@ Confirmation for A2ZA
" Manage Applicstions Glient System 1D
" Mansaqe Groups
® Manage Roles
= Manage Users ’
The 424 Client System Id: 00000002
= Manage User
Azzociations Your request has been successfully processed
= Manage AZA Client
App Systern ok |
® Manage Passwords
Applications
Tools
= Home
= Change Password
= Logout
=
|&] pone l_ ’_ ’_’_ré_ g Local intranst

Figure 5-7 Confirmation Screen for Create New ASID with certificate as the
credential type
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6. Edit an Existing ASID

The edit function allows the authorized delegated user to update the information associated with
an existing ASID. The delegated user has the option to update any or all of the following data
attributes; application system name, description, location, Status, Services and ETINs. This
section describes the navigation and the process of editing existing ASID information.

6.1. Prerequisites

In order to edit an existing ASID, the authorized delegated user must have a valid user ID and
password for the RUP Portal. In addition the user must have the authority to access the AE
application.

6.2. Navigation

The authorized delegated user logs into the existing RUP portal, selects a personality and clicks
on the Application to Application link from the RUP Welcome Page. This takes the user to
the A2A Menu selection Page, the user then clicks on the A2A Client Application Systems
link to access the AE Landing Page. From the AE landing page, the user locates the ASID to
edit and clicks on the Edit link to under the Action column.

The Figure 6-1 Navigation to Edit an Existing ASID depicts the navigation for editing an existing
ASID.
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Figure 6-1 Navigation to Edit an Existing ASID

Required User Input

The data attributes described below are available for editing. The authorized delegated user has
the option to update any or all of the following data attributes as needed.

Application System Name: The name the delegated user wants to assign to the ASID.
The application system name is limited to 30 alphanumeric characters.

Description: The description the delegated user wants to use to identify the ASID. The
description field is limited to 50 alphanumeric characters.

Location: The city and the state where the ASID resides. The location field is limited to
30 alphanumeric characters.

A2A Client System ID Status: Status associated with the ASID, the AE application
provides a drop down list box with the list of available statuses for an ASID. Refer Table
2-4 Status Matrix from Section 2-4 for a list of allowed status changes for an ASID.
Available Services: The authorized delegated user must select at least one service
from the available services list box. The available services list is based on the delegated
user type. Refer Table 2-2 Available Services for a State User and Table 2-3 Available
Services for Third Party Transmitter as described in Section 2.3 Available Services for
an ASID.

ETIN: The ETINs that the delegated user wants to assign to this ASID. The authorized
delegated user must select at least one ETIN from the available ETINS list.
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6.4. User Actions

e Type the URL for the RUP Portal Login Page https.//lawww4.irs.qov/PORTAL -
PROD/CRM/signon.html into the browser.

o Enter avalid user id and password to log in. Refer the Section 3.3 Registered User
Portal Login, Figure 3-4 RUP Login Page.

e Select a personality from the personality selection page. Refer the Section 3.3
Registered User Portal Login, Figure 3-5 RUP Personality Selection Page.

e Click on the Enrollment for A2A link from the RUP welcome page. Refer to Section 3.3
Registered User Portal Login, Figure 3-6 RUP Welcome Page.

o Click onthe A2A Client Application Systems link from the A2A Menu Selection Page.
Refer the Section 3.3 Registered User Portal Login, Figure 3-7 A2A Menu Selection
Page.

e Locate the ASID and click on the edit link under the Action column. The Figure 6-2 Edit
Link shows the Edit link for an existing ASID.
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Figure 6-2 Edit Link
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e The delegated user is taken to the edit ASID page. The Figure 6-3 Edit A2A Client
System ID. The Figure 6-3 Edit ASID Page depicts the page for editing existing ASID
information.
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Enter a new name if applicable into the text box labeled Application System Name.
Note: The application system name field has a limit of 30 alphanumeric characters.

Enter a new description for the ASID if applicable into the text box labeled Description.
Note: The description field has a limit of 50 alphanumeric characters.

Enter a new location for the ASID if applicable into the text box labeled Location.
Note: The location field has a limit of 30 alphanumeric characters.

Select a new status if applicable from the drop down list box labeled A2A Client System
ID Status. Refer Table 2-4 Available Status Changes from Section 2-3 for a list of
allowed status changes for an ASID.

Update the Services list if applicable. The delegated user has the option to add or
remove services associated with an ASID. To add service(s) highlight the service(s) from
the Available Services list box and click on the Add button. To remove service(s)
highlight the service(s) from the Selected Service list box and click on the Remove
button.

Update the ETIN list if applicable. The delegated user has the option to add or remove
ETINs associated with an ASID. To add ETIN(s) highlight the ETIN(s) from the Available
ETINSs list box and click on the Add button. To remove ETIN(s) highlight the ETIN(S)
from the Selected ETINSs list and click on the Remove button.

Click on the Save button to submit the request to update the system id information.

The user has the option to cancel the request by clicking on the Cancel button. Clicking
on the Cancel button will return the user back to the AE Landing Page.

Important: If the event of a validation error, the user is presented with a pop up error
message with the details of the validation error. Click on the OK button to go back to the
Edit A2A Client System ID Screen to fix the error and try again.

The Figure 6-4 Pop Up Validation Error for Editing an ASID depicts the error message

where the user failed to enter a value for a required attribute.

Microsoft Internet Explorer x|

L] "_q,‘ The Selected Services cannot be blank, Please select at least one Service from the Available Services list,
[ ]

Figure 6-4 Pop Up Validation Error for Editing an ASID
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6.5. Error Page

In the event of a system error, the user will be taken to an error page with the details of the error
in red text. Follow the instructions on the screen and call the IRS Help Desk if needed with the
details of the error message. The Figure 6.5 AE System Error Message for Editing an ASID

depicts an error screen.
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Figure 6-5 AE System Error Message for Editing an ASID

Note: Clicking on the Back button will return the user back to the AE Landing Page. In case of a
fatal system error, there will be a close button
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6.6. Confirmation Page
The confirmation page below is displayed if the system ID is updated successfully. The
confirmation page contains the following information:

e A2A Client System ID that was updated.

e Message saying the update was successful.
OK button. Clicking on the OK button returns the user back to the AE Landing Page.

Note: The update is a real time function, the changes made to this ASID is effective
immediately.

The Figure 6-6 Confirmation Page for Editing an ASID depicts the confirmation page for editing
an existing ASID.
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Figure 6-6 Confirmation Page for Editing an ASID
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7. Un-enroll Existing A2A Client System ID

The AE application allows the authorized delegated user to un-enroll an existing ASID. In order
to un-enroll the current status of the ASID must be one of the following; new, active or inactive.

This is done by editing the ASID and changing the status of the ASID to ‘Un-enroll’. The details
of this function are described in the section below.

Note: Once un-enrolled, this ASID will not be available for any further updates. However the
authorized delegated user can view the read only details of this un-enrolled ASID. In addition
this ASID will not be able to use any of the A2A web services.

7.1. Prerequisites

In order to un-enroll an existing ASID, the authorized delegated user must have the user
credentials to log into the RUP Portal. In addition the user must have the authority to access the
AE application.

7.2. Navigation

The authorized delegated user logs into the existing RUP portal, selects a personality and clicks
on the Enrollment for A2A link from the RUP Welcome Page. This takes the user to the A2A
Menu selection page, from here the user then clicks on the A2A Client Application Systems
link to access the AE Landing Page. From the AE landing page, the user locates the ASID to
un-enroll and clicks on the Edit link under the Action column.

The Figure 7-1 Navigation to Un-enroll depicts the navigation for un-enrolling an existing ASID.
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Figure 7-1 Navigation to Un-enroll

7.3. Required User Input

e A2A Client System ID Status: The AE application provides a drop down list box with the
list of available statuses for an ASID. Refer to Table 2-4 Status Matrix from Section 2-4.

7.4. User Action

e Type the URL for the RUP Portal https.//lawww4.irs.gov/PORTAL -
PROD/CRM/signon.html into the browser.

e Enter avalid user ID and password to log in. Refer Section 3-3 Registered User Portal
Login, Figure 3-4 RUP Login Page.

¢ Select a personality from the personality selection page. Refer Section 3-3 Registered
User Portal Login, Figure 3-5 RUP Personality Selection Page.

e Click on the Application to Application link from the RUP welcome page. Refer
Section 3-3 Registered User Portal Login, Figure 3-6 RUP Welcome Page.

e Click on the A2A Client Application Systems link from the A2A menu selection page.
Refer Section 3-3 Registered User Portal Login, Figure 3-7 A2A Menu Selection Page.

e Locate the ASID to un-enroll and click on the Edit link under the Action column. The
Figure 7-2 Accessing the ASID to un-enroll shows the edit link for an existing ASID.
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Figure 7-2 Accessing the ASID to un-enroll

e From the Edit A2A Client System ID Screen, set the A2A Client System ID Status to
un-enroll by selecting the un-enroll status from the drop down list box. The Figure 7-3
Un-enroll Existing ASID shows the edit screen with the un-enroll value selected for the

A2A Client System ID Status.

39 of 83 External User Guide for the AE Application



External User Guide for the AE Application

crosoft Internet Explorer == =]
File Edit Wiew Favorites Tools  Help | "l‘

OEack - d - Iﬂ Ig :\] /-7Search ‘\V\\( Favarites €2| - k,', W] - ﬁ ‘3
Address I@ j a Go | Links

Welcome Testuser | Personality: 1| Help | Logout

Manage A2A Client Application Systems

% Edit A2A Client System
1D

Customer Wame IJohn Smith's Financial Company
Doing Business As HRE Parters

AZ2A Client System ID 00000003

Application System Name [test app system

Description |Thisis a test

Location [midwest
A2A Client System ID
Y Status 2ctive Ij‘ ‘_

Credential Type IPasswurd 'l
Certificate File Name | Browse... |

Browse or enter the file name of the certificate to upload.

Available Services Selected Services

Get Submissions
Add > Send Submission receipts
Send Acks
Get Acks
<< Remove

Comrmon Services are available to all authorized A2A Client Systems:
Initial Login, Login, Logout, and Change Passwaord.

To add Services, select your Services choices from the Available
Services list above by highlighting them and clicking on the Add button,

To remove Services, select your Services choices from the Selected
Services list above by highlighting them and clicking on the Remove
buttan,

Available ETINS Selected ETINS

Add x> |
<< Remove |

To add ETINS, select your ETIN choices from the Awvailable ETINS list
above by highlighting them and clicking on the Add button.

To remove ETINS, select your ETIM choices from the Selected ETINS
list abowe by highlighting them and clicking on the Remowe button,

Save | Cancel

e-services Privacy Policy J
=

€] pane L B B ="

Figure 7-3 Un-enroll Existing ASID
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e Click on the Save button to submit the request to un-enroll.
e The user has the option to cancel the request to un-enroll by clicking on the Cancel
button. Clicking on the Cancel button will return the user back to the AE Landing Page.

7.5. Error Page

If the event of an error, the user is taken to an error page. The error page will display the error
code and the description in red text. Follow the instructions on the screen and contact the IRS
Help Desk with the details of the error message and error code displayed on the screen. Refer
to Figure 6.5 AE System Error Message for Editing an ASID from Section 6.5 for a sample error

page.

Note: Clicking on the Back button will return the user back to the AE Landing Page.

7.6. Confirmation Page

The confirmation page below is displayed if the un-enroll action is successful. The confirmation
page contains the following information:

o A2A Client System ID that was un-enrolled.
e Text confirming the request was successful.
e OK button. Clicking on the OK button returns the user back to the AE Landing Page

The Figure 7-5 Confirmation Page for Un-enroll shows the confirmation screen for the UN-enroll
request.
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Figure 7-5 Confirmation Page for Un-enroll

Important: Un-enroll is a real time function, once an ASID is un-enrolled successfully, it
will not be available for further updates. In addition this ASID will not be able to use any
of the selected A2A Web Services.
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8. Inactivate Existing A2A Client System ID

The AE application allows the authorized delegated user to inactivate an existing ASID. To
inactivate an ASID the current status of the ASID must be active. This is done by editing the
ASID and changing the status of the ASID to ‘inactivate’. The details of this function are
described in the section below.

Note: Once inactivated, this ASID will not be able to use any of the A2A Web Services.

8.1. Prerequisites

In order to inactivate an existing ASID, the authorized delegated user must have the user
credentials to log into the RUP Portal. The user must have the role to access the AE application.

8.2. Navigation

The authorized delegated user logs into the existing RUP portal, selects a personality and clicks
on the Application to Application link from the RUP Welcome Page. This takes the user to
the A2A Menu selection Page; from here the user clicks on the A2A Client Application
Systems link to access the AE Landing Page. From the AE landing page, the user locates the
ASID to inactivate and clicks on the Edit link under the Action column.

The Figure 8-1 Navigation to Inactivate depicts the navigation for inactivating an existing ASID.
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Figure 8-1 Navigation to Inactivate

8.3. Required User Input

e A2A Client System ID Status: The AE application provides a drop down list box with the
list of available status for an ASID. Refer to Table 2-4 Status Matrix from Section 2-4.

8.4. User Action

e Type the URL for the RUP Portal https.//lawww4.irs.gov/PORTAL -
PROD/CRM/signon.html into the browser.

e Enter avalid user ID and password to log in. Refer Section 3.3 Registered User Portal
Login, Figure 3-4 RUP Login Page.

e Select a personality from the personality selection page. Refer Section 3.3 Registered
User Portal Login, Figure 3-5 RUP Personality Selection Page.

e Click on the Application to Application link from the RUP welcome page. Refer
Section 3.3 Registered User Portal Login, Figure 3-6 RUP Welcome Page.

e Click on the A2A Client Application Systems link from the A2A Menu selection page.
Refer Section 3.3 Registered User Portal Login, Figure 3.7 A2A Menu Selection Page.

e Locate the ASID inactivate and click on the Edit link under the Action column. The
Figure 8-2 Edit Link shows the edit link for an existing ASID.
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Figure 8-2 Edit Link

e From the Edit A2A Client System ID Screen, set the A2A Client System ID Status to
inactivate by selecting the ‘inactivate’ status from the drop down list box. The Figure 8-3
Inactivate Existing ASID below depicts the edit screen with the inactivate value selected
for the A2A Client System ID Status.
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Figure 8-3 Inactivate Existing ASID
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¢ Click on the save button to submit the request to inactivate.
Note: Once an ASID is inactivated, it will not be able to use any of the A2A Web
Services.
e The user has the option to cancel the request by clicking on the Cancel button. Clicking
on the Cancel button returns the user back to the AE Landing Page.

8.5. Error Page

If the event of an error, the user is taken to an error page. The error page will display the error
code and the description in red text. Follow the instructions on the screen and contact the IRS
Help Desk with the details of the error message and error code displayed on the screen. Refer
to Figure 6.5 AE System Error Message for Editing an ASID from Section 6.5 for a sample error

page.

Note: Clicking on the Back button from the error screen returns the user back to the AE
Landing Page.

8.6. Confirmation Page
The confirmation page below is displayed if the request to inactivate the ASID is successful. The
confirmation page contains the following information:

e A2A Client System ID that was inactivated.

e Text confirming the request was successful processed.
e OK button, clicking on the OK button returns the user back to the search results page.

The Figure 8-4 Confirmation Screen for Inactivating an ASID depicts the confirmation screen for
inactivating an existing ASID.
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Figure 8-4 Confirmation Page for Inactivating

Note: Inactivate is a real time function, once an ASID is inactivated successfully, it will not be
able to use any of the selected A2A Web Services.
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9. Activate Existing A2A Client System ID

The AE application allows the authorized delegated user to activate a previously ‘inactivated’
ASID. This is done by editing the ASID and changing the status of the ASID to ‘activate’. The
section below describes the navigation and the process for activating an ASID.

9.1. Prerequisites

In order to activate an existing ASID, the authorized delegated user must have the user
credentials to log into the RUP Portal. In addition the user must have the role to access the AE
application.

9.2. Navigation

The authorized delegated user logs into the existing RUP portal, selects a personality and clicks
on the Application to Application link from the RUP Welcome Page. This takes the user to
the A2A Menu selection Page; from here the user clicks on the A2A Client Application
Systems link to access the AE Landing Page. From the AE landing page, the user locates the
ASID to activate and clicks on the Edit link under the Action column.

The Figure 9-1 Navigation to Activate depicts the navigation for activating an existing ASID.
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Figure 9-1 Navigation to Activate

9.3. Required User Input

e A2A Client System ID Status: The AE application provides a drop down list box with the
list of available status for an ASID. Refer to Table 2-4 Status Matrixes from Section 2-4.

9.4. User Action

e Type the URL for the RUP Portal https.//lawww4.irs.gov/PORTAL-
PROD/CRM/signon.html into the browser.

e Enter avalid user ID and password to log in. Refer Section 3.3 Registered User Portal
Login, Figure 3-4 RUP Login Page.

e Select a personality from the personality selection page. Refer Section 3.3 Registered
User Portal Login, Figure 3-5 RUP Personality Selection Page.

e Click on the Application to Application link from the RUP welcome page. Refer
Section 3.3 Registered User Portal Login, Figure 3-6 RUP Welcome Page.

e Click on the A2A Client Application Systems link from the A2A Menu Selection Page.
Refer Section 3.3 Registered User Portal Login, Figure 3-7 A2A Menu Selection Page.

e Locate the ASID activate and click on the Edit link under the Action column. The Figure
9-2 Accessing the ASID to Activate shows the ASID with the edit link selected for an
existing ASID.
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Figure 9-2 Accessing the ASID to Activate

From the Edit A2A Client System ID Screen, set the A2A Client System ID Status to
activate by selecting the activate status from the drop down list box. The Figure 9-3
Activate Existing ASID depicts the edit screen with the activate value selected for the

A2A Client System ID Status.
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Figure 9-3 Activate Existing ASID
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e Click on the Save button to submit the request to activate.
e The user has the option to cancel the request by clicking on the Cancel button. Clicking
on the Cancel button returns the user back to the AE Landing Page.

9.5. Error Page

In the event of a system error, the user will be taken to an error page with the details of the error
in red text. Follow the instructions on the screen and call the IRS Help Desk if needed with the
details of the error message. Refer to Figure 6.5 AE System Error Message for Editing an ASID
from Section 6.5 for a sample error page.

Note: Clicking on the Back button from the error screen returns the user back to the AE
Landing Page.

9.6. Confirmation Page

The confirmation page below is displayed if the request to activate the ASID is successful. The
confirmation page contains the following information:

e A2A Client System ID that was activated.

o Text confirming the request was processed successfully.
e OK button. Clicking on the OK button returns the user back to the Search Results
Screen. See Figure 9-4 Confirmation Page for Activating.

Activate is a real time function. The status change is effective immediately. Once an ASID is
activated successfully, it will be able to use the selected A2A Web Services.

Note: The delegated user must invoke the change password web service request for the ASID
that was activated if it is more than 30 days since the last login web service was invoked.

The Figure 9-4 Confirmation Page for Activating depicts the confirmation screen for activating
an existing ASID.
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Figure 9-4 Confirmation Page for Activating
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10. Reset Password for an Application System ID

The authorized delegated user has the option to reset the password for an existing ASID. The
section below describes the navigation and the process for resetting the password.

Note: Password reset is a real time function; it replaces the old password of an ASID with the
new auto generated password. Upon successful password reset, the new password will be
displayed on the confirmation screen.

10.1. Prerequisites

In order to reset the password for an existing ASID, the authorized delegated user must have
the user credentials to log into the RUP Portal. The user must have the role to access the AE
application.

10.2. Navigation

The authorized delegated user logs into the existing RUP portal, selects a personality and clicks
on the Application to Application link from the RUP Welcome Page. This takes the user to
the A2A menu selection page; from here the user clicks on the A2A Client Application
Systems link to access the AE Landing Page. From the AE landing page, the user locates the
ASID and clicks on the Reset Password link to under the Action column.

The Figure 10-1 below depicts the navigation for resetting the password for an existing A2A
Client System ID.
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Figure 10-1 Navigation to Reset Password

10.3. Required User Input
e Not Applicable

10.4. User Action

To reset the password for an ASID, the authorized delegated user performs the following

actions:

e Type the URL for the RUP Portal https.//lawww4.irs.gov/PORTAL -
PROD/CRM/signon.html into the browser.

e Enter avalid user ID and password to log in. Refer Section 3.3 Registered User Portal
Login, Figure 3-4 RUP Login Page.

e Select a personality from the personality selection page. Refer Section 3.3 Registered
User Portal Login, Figure 3-5 RUP Personality Selection Page.

e Click on the Application to Application link from the RUP welcome page. Refer
Section 3.3 Registered User Portal Login, Figure 3-6 RUP Welcome Page.

e Click on the A2A Client Application Systems link from the A2A Menu selection page.
Refer Section 3.3 Registered User Portal Login, Figure 3-7 A2A Menu Selection Page.
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Locate the ASID activate and click on the Reset Password link under the Action
column. The Figure 10-2 Reset Password Link shows the reset password link for an

existing ASID.
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Figure 10-2 Reset Password Link

e Click on the OK button from the pop up Confirmation page to submit the request to reset
the password. Figure 10-3 below shows the pop up confirmation screen.

Microsoft Internet Explorer x|

Are you sure you wank to resek the password For this AZ4 Client System ID?

P
\f/ Click OF to perform this action,
Click Cancel ko abort this action

Cancel

Figure 10-3 Reset Password Pop up Confirmation Page

e The user has the option to cancel the request to reset the password. Clicking on the
Cancel button will take the user back to the AE Landing Page.
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10.5. Error Page

If the event of an error, the user is taken to an error page. The error page will display the error
code and the description in red text. Follow the instructions on the screen and contact the IRS
Help Desk with the details of the error message and error code displayed on the screen. Refer
to Figure 6.5 AE System Error Message for Editing an ASID from Section 6.5 for a sample error

page.

Note: Clicking on the Back button from the error screen returns the user back to the AE
Landing Page.

10.6. Confirmation Page

The confirmation page below is displayed if the reset password for the A2A Client System ID is
successfully processed. The reset password confirmation page contains the following
information:

. Application System ID

. Password

. Text confirming that reset password was successful.

. OK button. Clicking on the OK button returns the user back to the Search Results
Screen.

Reset Password is a real time function; it replaces the old password of an ASID with the new
auto generated password.

Important: The delegated user must remember to invoke the Login, ChangePassword and
Logout A2A Web Service request using the ASID and password provided above in the
confirmation screen.

The Figure 10-4 Reset Password Confirmation Screen depicts the confirmation screen for
resetting the password for an existing ASID.

58 of 83 External User Guide for the AE Application



External User Guide for the AE Application

a Customer-facing registry content - Microsoft Internet Explorer = | = LI
File Edt Wiew Favorkes Tools  Help | :’
% A 3 e ’ . i - ﬁ
O Back ~ (=9 Ij IELI o | Vi ! Search . Favorites @3 | T e Iﬂ - 3
Address Ig‘l j ﬂ Go | Links
-

P = 5
ﬁﬁ}) Internal Revenue Service

United States Department of the Treasury

Welcome Testuser | Personality: 1| Help | Logout

Manage A2A Client Application Systems

@ Reset Password

Y¥ou have successfully reset the password for this A2A Client System ID.

The AzA Client System Id: 00000000
The AzA Client System ID password: LOy9t4GuH4ras

o |

e-services Privacy Policy

=
&0 I B =T~

Figure 10-4 Reset Password Confirmation Page
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11. Replace Certificate for an existing ASID

The replace certificate function allows the authorized delegated user to replace the certificate for
an existing ASID..

Note: Replace Certificate is a real time function; it replaces the old certificate of an ASID with
the new certificate uploaded by the user.

11.1. Prerequisites

In order to replace the certificate for an existing ASID, the authorized delegated user must have
the user credentials to log into the RUP Portal. The user must have the role to access the AE
application. In addition the authorized delegated user must have the new certificate file.

11.2. Navigation

The authorized delegated user logs into the existing RUP portal, selects a personality and clicks
on the Application to Application link from the RUP Welcome Page. This takes the user to
the A2A menu selection page; from here the user clicks on the A2A Client Application
Systems link to access the AE Landing Page. From the AE landing page, the user locates the
ASID and clicks on the Replace Certificate link to under the Action column.

The Figure 11-1 below depicts the navigation for replacing the certificate for an existing A2A
Client System ID.
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Figure 11-1 Navigation to Replace Certificate

11.3. Required User Input

Certificate File

11.4. User Action

To replace the certificate for an ASID, the authorized delegated user performs the following
actions:

Type the URL for the RUP Portal https.//la.www4.irs.gov/PORTAL -
PROD/CRM/signon.html into the browser.

Enter a valid user ID and password to log in. Refer Section 3.3 Registered User Portal
Login, Figure 3-4 RUP Login Page.

Select a personality from the personality selection page. Refer Section 3.3 Registered
User Portal Login, Figure 3-5 RUP Personality Selection Page.

Click on the Application to Application link from the RUP welcome page. Refer
Section 3.3 Registered User Portal Login, Figure 3-6 RUP Welcome Page.
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Click on the A2A Client Application Systems link from the A2A Menu selection page.
Refer Section 3.3 Registered User Portal Login, Figure 3-7 A2A Menu Selection Page.
Locate the ASID activate and click on the Replace Certificate link under the Action

column. The Figure 11-2 Replace Certificate Link shows the replace certificate link for an
existing ASID.
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Figure 11-2 Replace Certificate Link

From the Replace Certificate screen, click on the Browse button to upload the new
certificate file and click on the Save button. The figure 11-3 Replace Certificate screen
depicts the screen for replacing the certificate for the selected ASID.
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Figure 11-3 Replace Certificate Screen

e Click on the Save button to submit the request to replace the certificate.

e The authorized delegated user has the option to cancel the transaction by clicking on the
Cancel button. This action returns the user back to the Search Results screen.

e The authorized delegated user is taken to confirmation screen upon success. See Figure
11-4 Confirmation Screen for Replacing the Certificate.

11.5. Error Screen

In the event of an error, the user is taken to an error page. The error page will display the error
code and the description in red text. Follow the instructions on the screen and contact the IRS
Help Desk with the details of the error message and error code displayed on the screen. Refer
to Figure 6.5 AE System Error Message for Editing an ASID from Section 6.5 for a sample error

page.

Note: Clicking on the Back button from the error screen returns the user back to the AE
Landing Page.
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11.6. Confirmation Screen

The confirmation screen below is displayed if the request to replace the certificate for the
selected ASID is successfully processed. The confirmation page contains the following
information:

o Application System ID

e Text confirming the request was successful.

e OK button. Clicking on the OK button returns the user back to the Search Results
screen.

Note: Replacing the certificate is a real time function. Upon successful processing the current
certificate is replaced with the new certificate. The old certificate will no longer be valid. The
authorized delegated user must remember to use the new certificate for any A2A Web Services
request.

The Figure 11-4 Confirmation Screen for Replacing Certificate depicts the confirmation screen
for replacing the certificate for an existing ASID
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Figure 11-4 Replace Certificate Confirmation Page
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12. Change the Credential Type from Password to
Certificate

This function allows the authorized delegated user to change the credential type for an existing
ASID from password to certificate or from certificate to password. The section below describes
the navigation and the process for changing the credential type of an ASID from password to
certificate.

Note: Changing the credential type is a real time function; the changes requested are effective
immediately.

12.1. Prerequisites

In order to change the credential type for an existing ASID, the authorized delegated user must
have the user credentials to log into the RUP Portal. In addition the user must have the role to
access the AE application.

12.2. Navigation

The authorized delegated user logs into the existing RUP portal, selects a personality and clicks
on the Application to Application link from the RUP Welcome Page. This takes the user to the
A2A Menu Selection Page; from here the user clicks on the A2A Client Application Systems
link to access the AE Landing Page. From the AE landing page, the user locates the ASID to
activate and clicks on the Edit link under the Action column.

The Figure 12-1 Navigation to Change the Credential type to Certificate depicts the navigation
for changing the credential type to certificate for an existing ASID.
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Figure 12-1 Navigation to Change the Credential type to Certificate

Required User Input

Certificate File Name: The name and location of the certificate file.

User Action

Type the URL for the RUP Portal https.//lawww4.irs.gov/PORTAL -
PROD/CRM/signon.html into the browser.

Enter a valid user ID and password to log in. Refer Section 3.3 Registered User Portal
Login, Figure 3-4 RUP Login Page.

Select a personality from the personality selection page. Refer Section 3.3 Registered
User Portal Login, Figure 3-5 RUP Personality Selection Page.

Click on the Application to Application link from the RUP welcome page. Refer
Section 3.3 Registered User Portal Login, Figure 3-6 RUP Welcome Page.

Click on the A2A Client Application Systems link from the A2A Menu Selection Page.
Refer Section 3.3 Registered User Portal Login, Figure 3-7 A2A Menu Selection Page.
Locate the ASID and click on the Edit link under the Action column. The Figure 9-2
Accessing the ASID to Activate shows the ASID with the edit link selected for an existing
ASID.
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Figure 12-2 Accessing the ASID to Edit

From the Edit A2A Client System ID Screen, change the Credential Type to certificate
and upload the certificate file by clicking on the Browse button next to the Certificate File
Name field. The Figure 12-3 Changing the Credential Type to Certificate depicts the edit

screen with the changes for the selected A2A Client System ID.
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Figure 12-3 Changing the Credential Type to Certificate

¢ Click on the Save button to submit the request to activate.
e The user has the option to cancel the request by clicking on the Cancel button. Clicking
on the Cancel button returns the user back to the AE Landing Page.
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12.5. Error Page

In the event of a system error, the user will be taken to an error page with the details of the error
in red text. Click on the OK button to return to the previous page. The user has the option to fix
the error and try again or cancel the request.

The Figure 12.4 Certificate Validation Error Page depicts an error page where the user request
failed with certificate validation error.
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Figure 12-4 Certificate Validation Error Page

Note: Clicking on the OK button from the error screen returns the user back to the previous
page.

12.6. Confirmation Page

The confirmation page below is displayed if the request to change the credential type is
successful. The confirmation page contains the following information:

e A2A Client System ID.
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e Text confirming the request was processed successfully.

e OK button. Clicking on the OK button returns the user back to the Search Results
Screen. See Figure 12-5 Confirmation Page for Activating.

Changing the credential type is a real time function. The changes requested are effective
immediately. It replaces the credential type of the ASID to certificate and updates the password
information with the certificate information.

Note: The delegated user must remember to invoke the web service request using the
Certificate as credentials. Please note that the old password will no longer work.

The Figure 12-4 Confirmation Page for Changing the Credential Type to Certificate depicts the
confirmation screen for changing the credential type to certificate.
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Figure 12-5 Confirmation Page
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13. Change the Credential Type to Password

This function allows the authorized delegated user to change the credential type for an existing
ASID from password to certificate or from certificate to password. The section below describes
the navigation and the process for changing the credential type of an ASID from certificate to
password.

Note: Changing the credential type is a real time function; the changes requested are effective
immediately.

13.1. Prerequisites

In order to change the credential type for an existing ASID, the authorized delegated user must
have the user credentials to log into the RUP Portal. In addition the user must have the role to
access the AE application.

13.2. Navigation

The authorized delegated user logs into the existing RUP portal, selects a personality and clicks
on the Application to Application link from the RUP Welcome Page. This takes the user to the
A2A Menu Selection Page; from here the user clicks on the A2A Client Application Systems
link to access the AE Landing Page. From the AE landing page, the user locates the ASID to
activate and clicks on the Edit link under the Action column.

The Figure 13-1 Navigation to Change the Credential type to Password depicts the navigation
for changing the credential type to password for an existing ASID.
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Figure 13-1 Navigation to Change the Credential type to Password

Required User Input

Credential Type: The credential type can be password or certificate. In this case, the
credential type of password needs to be selected.

User Action

Type the URL for the RUP Portal https.//lawww4.irs.gov/PORTAL-
PROD/CRM/signon.html into the browser.

Enter a valid user ID and password to log in. Refer Section 3.3 Registered User Portal
Login, Figure 3-4 RUP Login Page.

Select a personality from the personality selection page. Refer Section 3.3 Registered
User Portal Login, Figure 3-5 RUP Personality Selection Page.

Click on the Application to Application link from the RUP welcome page. Refer
Section 3.3 Registered User Portal Login, Figure 3-6 RUP Welcome Page.

Click on the A2A Client Application Systems link from the A2A Menu Selection Page.
Refer Section 3.3 Registered User Portal Login, Figure 3-7 A2A Menu Selection Page.
Locate the ASID and click on the Edit link under the Action column. The Figure 13-2
Accessing the ASID to Activate shows the ASID with the edit link selected for an existing
ASID.
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a Customer-facing registry content - Microsoft Internet Explorer = | E‘Iﬂ
File Edit View Favorites Tools  Help | |"
Qe 0 11 B | s Jyrome @] - 4@ B
Address Ig‘l j a Go | Links
¥ Servi ;i
¥ Internal Revenue Setvice
United States Department of the Treasury
Welcome Testuser | Personality: 1| Help | Logout
Manage A2A Client Application Systems
% Search Results For A2A
Client System ID
Create Mew 424 Client System 1D I
EFINs IAll 'l
Customer Name John Smith's Financial Company
Doing Business As HRB Parters
ASID MName Description Status Actions
00000001 test app system This is a test. new Edit | Reset Passwaord
00000002 test app system  This is a test. new Edit | Reset Passwaord
e-services Privacy Policy
=l
|@ Done l_l_l_’_,_ & J Local intranet

Figure 13-2 Accessing the ASID to Edit

e From the Edit A2A Client System ID Screen, change the Credential Type to password.
The Figure 13-3 Changing the Credential Type to Password depicts the edit screen with
the changes for the selected A2A Client System ID.
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3 A2A Client Applicaton Systems - Microsoft Internet Explorer

File Edit Y“iew Favorites Tools  Help

OBack > B Iﬂ \EL‘ .:‘_ ‘ / ! Sgarch ‘\_;E'Favuntes ;
Address I@ j EGD |Links

Lo - .
&@ Internal Revenue Service

United States Department of the Treasury

e-senvices On-line Tutorials Help Mailbox Sign out

[ Edit A24 Client System [ |
D

Gustomer Name JIohn Smith's Financial Company
Doing Business As HRB Parters

A2A Client System ID 00000003

Application System Name [test app system

Description |This iz a test

Location [midwest

A2A Client System ID
Y Status disabled hd

Credential Type |Fassword 'I ‘_
Certificate File Name Browse... |

Browse or enter the file name of the certificate to upload,

Available Services Selected Services

Recuest Etin Status Get Subrmissions

Request List of Etins Rl Send Submission receipts
Reguest List of State Participants Send Acks

Send Submissions GetAcks
< Remove

Common Services are available to all authorized AZa Client Systems:
Initial Login, Login, Logout, and Change Password.

To add Services, select your Services choices from the available
Services list above by highlighting them and clicking on the Add button,

To remove Services, select your Services choices from the Selected
Services list above by highlighting them and clicking on the Remove
button,

Available ETINS Selected ETINS

Add 5> I
< Remove |

To add ETINS, select your ETIN choices from the available ETINS list
above by highlighting them and clicking on the Add button.

To remove ETINS, select your ETIM choices from the Selected ETINS
list above by highlighting them and clicking on the Remove button,

Save | Cancel

e-services Privacy Polic J
S

Elome I =T —

Figure 13-3 Changing the Credential Type to Password

¢ Click on the Save button to submit the request to change the credential type to

password.
e The user has the option to cancel the request by clicking on the Cancel button. Clicking

on the Cancel button returns the user back to the AE Landing Page.
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13.5. Error Page

In the event of a system error, the user will be taken to an error page with the details of the error
in red text. Follow the instructions on the screen and call the IRS Help Desk if needed with the
details of the error message. Refer to Figure 13.4 AE System Error Message for Editing an
ASID from Section 6.5 for a sample error page.

Note: Clicking on the Back button from the error screen returns the user back to the AE
Landing Page.

13.6. Confirmation Page

The confirmation page below is displayed if the request to change the credential type is
successful. The confirmation page contains the following information:

e A2A Client System ID.
e Password.

e Text confirming the request was processed successfully.

e OK button. Clicking on the OK button returns the user back to the Search Results
Screen. See Figure 13-4 Confirmation Page for changing the credential type to
password.

Changing the credential type is a real time function. The changes requested are effective
immediately. It replaces the credential type of the ASID to password and updates the certificate
information with the new auto generated password.

Note: The delegated user must remember to invoke the web service request using the
password and ASID displayed on the confirmation screen. Please note that the old certificate
will no longer work.

The Figure 13-5 Confirmation Page for Changing the Credential Type to Password depicts the
confirmation screen for changing the credential type to password for an existing ASID
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Figure 13-5 Confirmation Page
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14. Abbreviations and Acronyms

A2A
AC
AE

Al
ASID
DBA
Delegated user
EFIN
ETIN
IE

ID

ITI
IRS
MeF
MSSS
RUP
Ul
URL

Application to Application

Access Control

Automated Enrollment

Application Integration

A2A Client System ID

Doing Business As

Registered State or other Third Party Transmitter user
Electronic Filer's Identification Number
Electronic Transmitter Identification Number
Internet Explorer

|dentification

Information Technology Infrastructure
Internal Revenue Service

Modernized e-File

Middleware Support Services Section
Registered User Portal

User Interface

Universal Resources Locator
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